Buffer overflow in multiple OS telnetd

updated since 19.07.01 

Published: 19.09.04

Source: BUGTRAQ

Type: remote

Level: 10

Description: It's possible to overflow buffer with AYT telnet protocol command.

Affected products: 

FREEBSD:FreeBSD 5.0

FREEBSD:FreeBSD 4.3

OPENBSD:OpenBSD 2.9

BSDI:BSD/OS 4.2

NETBSD:NetBSD 1.5

SGI:Irix 6.5

SUN:Solaris 2.8

LINUX:Linux netkit-telnetd 0.13

SCO:OpenServer 5.0

APPLE:MacOS X 10.0

DEBIAN:Debian netkit-telnetd 0.17

Original text: 

Sebastian, multiple vendor telnet daemon vulnerability http://www.security.nnov.ru/search/document.asp?docid=1852
CERT, Advisory CA-2001-21 

Zenith Parsec, ADV/EXP: netkit <=0.17 in.telnetd remote buffer overflow http://www.security.nnov.ru/search/document.asp?docid=1909
Michal Zalewski, [Full-Disclosure] Debian netkit telnetd vulnerability 

Related files: 

telnetd exploit code http://www.security.nnov.ru/files/7350854.c
Telnetd AYT overflow scanner, by Security Point(R) http://www.security.nnov.ru/files/aytscan.c
Proof of concept netkit-0.17-7 local root exploit.

Discuss
	From:
	Sebastian <scut_@_NB.IN-BERLIN.DE> 

	Date:
	19 июля 2001 г.

	Subject:
	multiple vendor telnet daemon vulnerability




This is a short version of the original advisory. Most details

about

exploiting this vulnerabilty have been removed after thinking

about it.

I do not release it because it makes me happy, and I would like

you to please

not assume things about the reasons involving this posting. I

wish things would

have worked out better for all of us. I do not want to get that

much involved

into disclosure policies, but I am sure a lot of advocates from

both sides are

going to flame me about this one. Please save yourself and me

the time, I could

not care less.

A few days ago some script kiddies have somehow got access to a

copy of an

exploit for this vulnerability. I do not know how it happened,

but while I

write this dozen of BSD hosts fall victim to clueless attackers.

And please,

again, I would like to ask you to not assume and speculate how

this might

has happened.

   The copy of the exploit was quite script-kiddie safe and

requires no

fiddling. It works out of the box. Please patch fast, or better

disable

telnetd at all.

Btw, I do not think a simple patch will do it anyway, there are

so many

horrible bugs - also non security related - in telnetd beside

this one. Just

send some random junk at telnetd and see it die if you do not

believe me.

ciao,

-scut

------

TESO Security Advisory

07/18/2001

Multiple vendor Telnet Daemon vulnerability

Summary

===================

    Within most of the current telnet daemons in use today there

exist a buffer

    overflow in the telnet option handling. Under certain

circumstances it may

    be possible to exploit it to gain root priviledges remotely.

Systems Affected

===================

    System                                  | vulnerable   |

exploitable *

----------------------------------------+--------------+------------------

    BSDI 4.x default                        |      yes     |    

yes

    FreeBSD [2345].x default                |      yes     |    

yes

    IRIX 6.5                                |      yes     |    

no

    Linux netkit-telnetd < 0.14             |      yes     |    

    Linux netkit-telnetd >= 0.14            |       no     |

    NetBSD 1.x default                      |      yes     |    

yes

    OpenBSD 2.x                             |      yes     |    

    OpenBSD current                         |       no     |

    Solaris 2.x sparc                       |      yes     |    

    <almost any other vendor's telnetd>     |      yes     |    

----------------------------------------+--------------+------------------

    * = From our analysis and conclusions, which may not be

correct or we may

        have overseen things. Do not rely on this.

    Details about the systems can be found below.

Impact

===================

    Through sending a specially formed option string to the

remote telnet

    daemon a remote attacker might be able to overwrite

sensitive information

    on the static memory pages. If done properly this may result

in arbitrary

    code getting executed on the remote machine under the

priviledges the

    telnet daemon runs on, usually root.

Explanation

===================

    Within every BSD derived telnet daemon under UNIX the telnet

options are

    processed by the 'telrcv' function. This function parses the

options

    according to the telnet protocol and its internal state.

During this

    parsing the results which should be send back to the client

are stored

    within the 'netobuf' buffer. This is done without any bounds

checking,

    since it is assumed that the reply data is smaller than the

buffer size

    (which is BUFSIZ bytes, usually).

    However, using a combination of options, especially the

'AYT' Are You There

    option, it is possible to append data to the buffer, usually

nine bytes

    long. To trigger this response, two bytes in the input

buffer are

    necessary. Since this input buffer is BUFSIZ bytes long, you

can exceed the

    output buffer by as much as (BUFSIZ / 2) * 9) - BUFSIZ

bytes. For the

    common case that BUFSIZ is defined to be 1024, this results

in a buffer

    overflow by up to 3584 bytes.  On systems where BUFSIZ is

defined to be

    4096, this is an even greater value (14336).

    Due to the limited set of characters an attacker is able to

write outside

    of the buffer it is difficult - if not impossible on some

systems - to

    exploit this buffer overflow. Another hurdle for a possible

attacker may be

    the lack of interesting information to modify after the

buffer.

    This buffer overflow should be considered serious

nevertheless, since

    experience has shown that even complicated vulnerabilities

can be

    exploited by skilled attackers, BIND TSIG and SSH deattack

come to mind.

    We have constructed a working exploit for any version of

BSDI, NetBSD and

    FreeBSD. Exploitation on Solaris sparc may be possible but

if it is, it is

    very difficult involving lots of arcane tricks. OpenBSD is

not as easily

    exploitable as the other BSD's, because they do compile with

other

    options by default, changing memory layout.

Solution

===================

    The vendors have been notified of the problem at the same

time as the

    general public, vendor patches for your telnet daemon that

fix the bug will

    show up soon.

    Sometimes a fix might not be trivial and require a lot of

changes to the

    source code, due to the insecure nature the 'nfrontp'

pointer is handled.

    The best long term solution is to disable the telnet daemon

at all, since

    there are good and free replacements.

Acknowledgements

===================

    The bug has been discovered by scut. (It is easy to spot, so

I do not

    want to rule out discoveries by other persons)

    The tests and further analysis were done by smiler, lorian,

zip and scut.

Contact Information

===================

    The TESO crew can be reached by mailing to teso@team-teso.net

    Our web page is at http://www.team-teso.net/
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Disclaimer

===================

    This advisory does not claim to be complete or to be usable

for any

    purpose. Especially information on the vulnerable systems

may be inaccurate

    or wrong. Possibly supplied exploit code is not to be used

for malicious

    purposes, but for educational purposes only.

    This advisory is free for open distribution in unmodified

form.

    Articles that are based on information from this advisory

should include

    link [1].

Exploit

===================

    Not this time. Not here.

------

	From:
	Zenith Parsec <zen-parse_@_gmx.net> 

	Date:
	12 августа 2001 г.

	Subject:
	ADV/EXP: netkit <=0.17 in.telnetd remote buffer overflow




************************************************************************

Product:     netkit telnet protocol daemon, in.telnetd

Version:     netkit-telnet-0.17 (and previous) 

/usr/sbin/in.telnetd

Severity:    High

Remote:      Yes

Allows:      Remote ROOT level access.

Workaround:  Disable telnet access.

Fix:         Check with your vendor for an updated package.

************************************************************************

<from http://www.securityfocus.com/archive/1/197804, posted by

<scut@nb.in-berlin.de>.

   To:         BugTraq

   Subject:    multiple vendor telnet daemon vulnerability

   Date:       Wed Jul 18 2001 22:15:10

...

    System                                  | vulnerable   |

exploitable *

----------------------------------------+--------------+------------

...                                         |              |

    Linux netkit-telnetd >= 0.14            |       no     |

...                                         |              |

    The bug has been discovered by scut. (It is easy to spot, so

I do not

    want to rule out discoveries by other persons)

...

    The tests and further analysis were done by smiler, lorian,

zip and scut.

...

<end of message>

TESO were wrong about netkit >=0.14 not being vulnerable.

************************************************************************

Requires:  Currently running telnet daemon (often on by default)

 /usr/in.telnetd  <= netkit-telnet-0.17

 (telnet-0.17-7 is the default in.telnetd for Redhat 7.0)

 GLIBC > 2.0.6

************************************************************************

Description of problem:

The version of /usr/sbin/in.telnetd that comes as default on

Redhat 7.0,

and many other distributions contains an exploitable overflow in

the

handling of its output, allowing execution of arbitrary commands.

The problem is in the handling of the AYT commands, as described

in the

advisory already linked.

************************************************************************

Exploit details: (the attached file zp-exp-telnetd.c)

If the user has local access to the system, it is possilble to

get the

program to set arbitrary environment variables in the

environment of

/bin/login.

e.g. LD_PRELOAD=/tmp/make-rootshell.so

By filling the heap, in a similar way to the teso exploit, it

its possible

to set 2 or more environment variables.

If the user doesn't have local access, it is possible to

overwrite the

chunk header information for a pointer used by setenv(3), and

store a new

chunk in a user controllable location, so when the envrionement

gets

reallocated it will change the value of arbitrary memory

locations.

e.g. You could cause the pointer to set the length of the

previous chunk

to the distance back from the chunk to a point in netibuf, which

itself

contains a chunk to set the address of a function in the GOT to

point to

shellcode, which could also be stored in the network input

buffer.

Sometimes bad things happen that you have to kludge to fix. e.g.

push_clean() in the proof of concept exploit. Sometimes I got

some

characters from the previous input being sent again, and when

that was a

command to set an environment variable or something else that

changed the

environment, it kinda messed with malloc calculations a little.

As it is, this exploit will probably not work on your machine,

but

carefully modifying appropriate values should fix that.

-- zen-parse

      ____   http://mp3.com/cosv  _______

     / ___\  __     _______      / _____/     __

    / /_____/  \   /  ____ \    / /    ______/  \__________

    \______  /\ \__\  \   \ \  / /    /_gone_\__/_platinum_\

           \ \/ ______/    \ \/ /     \______/  \__________/

            \__/            \__/             \__/

-- ObPlug: Buy our CD!

-- Available: For work in the security industry. (email for

details)

-------------------------------------------------------------------------

The preceding information, unless directly posted by

zen-parse@gmx.net to

an open forum is confidential information and not to be

distributed

(without explicit permission being given by zen-parse@gmx.net).

Legal

action may be taken to enforce this. If you are mum or dad, this

probably

doesn't apply to you.

