CVS сервер подвержен нескольким уязвимостям. Они различаются по степени опасности: это раскрытие важной информации, отказ в обслуживании, или выполнение произвольного кода. В особых ситуациях, где атакующий может как-то менять содержимое конфигурационных файлов CVS, возможны и другие атаки. 
FreeBSD-SA-04:14: CVS 

/ Уведомления / FreeBSD / 

22 сентября 2004

=============================================================================

FreeBSD-SA-04:14.cvs.asc Security Advisory

The FreeBSD Project

Topic: CVS

Category: contrib

Module: cvs

Announced: 2004-09-19

Credits: Stefan Esser, Sebastian Krahmer, Derek Price

iDEFENSE

Affects: All FreeBSD versions

Corrected: 2004-06-29 16:10:50 UTC (RELENG_4)

2004-09-19 22:26:22 UTC (RELENG_4_10, 4.10-RELEASE-p3)

2004-09-19 22:27:36 UTC (RELENG_4_9, 4.9-RELEASE-p12)

2004-09-19 22:28:14 UTC (RELENG_4_8, 4.8-RELEASE-p25)

2004-09-19 22:37:10 UTC (RELENG_5_2, 5.2.1-RELEASE-p10)

CVE Name: CAN-2004-0414, CAN-2004-0416, CAN-2004-0417, CAN-2004-0418,

CAN-2004-0778

FreeBSD only: NO

For general information regarding FreeBSD Security Advisories,

including descriptions of the fields above, security branches, and the

following sections, please visit

<URL:http://www.freebsd.org/security/>.

I. Background

The Concurrent Versions System (CVS) is a version control system. It

may be used to access a repository locally, or to access a `remote

repository' using a number of different methods. When accessing a

remote repository, the target machine runs the CVS server to fulfill

client requests.

II. Problem Description

A number of vulnerabilities were discovered in CVS by Stefan Esser,

Sebastian Krahmer, and Derek Price.

. Insufficient input validation while processing "Entry" lines.

(CAN-2004-0414)

. A double-free resulting from erroneous state handling while

processing "Argumentx" commands. (CAN-2004-0416)

. Integer overflow while processing "Max-dotdot" commands.

(CAN-2004-0417)

. Erroneous handling of empty entries handled while processing

"Notify" commands. (CAN-2004-0418)

. A format string bug while processing CVS wrappers.

. Single-byte buffer underflows while processing configuration files

from CVSROOT.

. Various other integer overflows.

Additionally, iDEFENSE reports an undocumented command-line flag used

in debugging does not perform input validation on the given path

names.

III. Impact

CVS servers ("cvs server" or :pserver: modes) are affected by these

vulnerabilities. They vary in impact but include information disclosure

(the iDEFENSE-reported bug), denial-of-service (CAN-2004-0414,

CAN-2004-0416, CAN-2004-0417 and other bugs), or possibly arbitrary code

execution (CAN-2004-0418). In very special situations where the

attacker may somehow influence the contents of CVS configuration files

in CVSROOT, additional attacks may be possible.

IV. Workaround

Disable the use of remote CVS repositories.

V. Solution

Do one of the following:

1) Upgrade your vulnerable system to the RELENG_4 stable branch, or to

the RELENG_5_2, RELENG_4_10, RELENG_4_9, or RELENG_4_8 security branch

dated after the correction date.

OR

2) Patch your present system:

The following patches have been verified to apply to FreeBSD 4.8, 4.9,

4.10 and 5.2.1 systems. Note that one *must* have previously applied

the patches pertaining to FreeBSD-SA-04:10.cvs in order to use these

patches.

Note that FreeBSD 4.10-STABLE systems built from sources dated

2004-06-29 16:20:00 UTC or later include cvs 1.11.17, which has all

of these issues fixed. These patches should not be applied to those

systems.

a) Download the relevant patches from the location below, and verify the

detached PGP signature using your PGP utility.

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-04:14/cvs.patch

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-04:14/cvs.patch.asc

b) Execute the following commands as root:

# cd /usr/src

# patch < /path/to/patch

# cd /usr/src/gnu/usr.bin/cvs

# make obj && make depend && make && make install

VI. Correction details

The following list contains the revision numbers of each file that was

corrected in FreeBSD.

Branch Revision

Path

-------------------------------------------------------------------------

RELENG_4_10

src/UPDATING 1.73.2.90.2.4

src/sys/conf/newvers.sh 1.44.2.34.2.5

src/contrib/cvs/lib/xsize.h 1.1.1.1.6.1

src/contrib/cvs/src/commit.c 1.8.2.5.6.1

src/contrib/cvs/src/cvs.h 1.11.2.6.6.1

src/contrib/cvs/src/filesubr.c 1.6.2.4.6.1

src/contrib/cvs/src/history.c 1.1.1.6.2.4.6.1

src/contrib/cvs/src/modules.c 1.1.1.5.2.4.2.1

src/contrib/cvs/src/server.c 1.13.2.5.6.3

src/contrib/cvs/src/wrapper.c 1.1.1.7.2.3.6.1

src/gnu/usr.bin/cvs/lib/config.h.proto 1.16.2.1.6.1

RELENG_4_9

src/UPDATING 1.73.2.89.2.13

src/sys/conf/newvers.sh 1.44.2.32.2.13

src/contrib/cvs/lib/xsize.h 1.1.1.1.8.1

src/contrib/cvs/src/commit.c 1.8.2.5.4.1

src/contrib/cvs/src/cvs.h 1.11.2.6.4.1

src/contrib/cvs/src/filesubr.c 1.6.2.4.4.1

src/contrib/cvs/src/history.c 1.1.1.6.2.4.4.1

src/contrib/cvs/src/modules.c 1.1.1.5.2.3.4.2

src/contrib/cvs/src/server.c 1.13.2.5.4.3

src/contrib/cvs/src/wrapper.c 1.1.1.7.2.3.4.1

src/gnu/usr.bin/cvs/lib/config.h.proto 1.16.2.1.4.1

RELENG_4_8

src/UPDATING 1.73.2.80.2.28

src/sys/conf/newvers.sh 1.44.2.29.2.26

src/contrib/cvs/lib/xsize.h 1.1.1.1.10.1

src/contrib/cvs/src/commit.c 1.8.2.5.2.1

src/contrib/cvs/src/cvs.h 1.11.2.6.2.1

src/contrib/cvs/src/filesubr.c 1.6.2.4.2.1

src/contrib/cvs/src/history.c 1.1.1.6.2.4.2.1

src/contrib/cvs/src/modules.c 1.1.1.5.2.3.2.2

src/contrib/cvs/src/server.c 1.13.2.5.2.3

src/contrib/cvs/src/wrapper.c 1.1.1.7.2.3.2.1

src/gnu/usr.bin/cvs/lib/config.h.proto 1.16.2.1.2.1

RELENG_5_2

src/UPDATING 1.282.2.18

src/sys/conf/newvers.sh 1.56.2.17

src/contrib/cvs/lib/xsize.h 1.1.1.1.12.1

src/contrib/cvs/src/commit.c 1.13.4.1

src/contrib/cvs/src/cvs.h 1.17.4.1

src/contrib/cvs/src/filesubr.c 1.10.6.1

src/contrib/cvs/src/history.c 1.1.1.10.6.1

src/contrib/cvs/src/modules.c 1.1.1.8.6.3

src/contrib/cvs/src/server.c 1.19.4.4

src/contrib/cvs/src/wrapper.c 1.1.1.10.6.1

src/gnu/usr.bin/cvs/lib/config.h.proto 1.17.2.1

-------------------------------------------------------------------------

VII. References

<URL: http://security.e-matters.de/advisories/092004.html >

24 мая 2004

CVS Remote Entry Line Heap Overflow Root Exploit (Linux/FreeBSD, Solaris)

Цель эксплоита: CVS 

Воздействие эксплоита: Remote root 

Описание уязвимости: http://www.securitylab.ru/45305.html 

Скачать эксплоит: Linux/Freebsd версия – http://www.securitylab.ru/_Exploits/2004/05/CVS_Linux.c.txt. 

Solaris версия – http://www.securitylab.ru/_Exploits/2004/05/cvs_solaris.c.txt

FreeBSD-SA-04:07.cvs : FreeBSD : CVS path validation errors

/ Уведомления / FreeBSD / 

16 апреля 2004

----BEGIN PGP SIGNED MESSAGE-----

Hash: SHA1

=============================================================================

FreeBSD-SA-04:07.cvs Security Advisory

The FreeBSD Project

Topic: CVS path validation errors

Category: contrib

Module: contrib_cvs

Announced: 2004-04-15

Credits: Sebastian Krahmer <krahmer@suse.de>

Derek Robert Price <derek@ximbiot.com>

Affects: All FreeBSD versions prior to 4.10-RELEASE

Corrected: 2004-04-15 15:35:26 UTC (RELENG_4, 4.10-BETA)

2004-04-15 15:42:50 UTC (RELENG_5_2, 5.2.1-RELEASE-p5)

2004-04-15 15:59:05 UTC (RELENG_4_9, 4.9-RELEASE-p18)

2004-04-15 15:59:54 UTC (RELENG_4_8, 4.8-RELEASE-p5)

CVE Name: CAN-2004-0180

FreeBSD only: NO

For general information regarding FreeBSD Security Advisories,

including descriptions of the fields above, security branches, and the

following sections, please visit

<URL:http://www.freebsd.org/security/>.

I. Background

The Concurrent Versions System (CVS) is a version control system. It

may be used to access a repository locally, or to access a `remote

repository' using a number of different methods. When accessing a

remote repository, the target machine runs the CVS server to fulfill

client requests.

II. Problem Description

Two programming errors were discovered in which path names handled by

CVS were not properly validated. In one case, the CVS client accepts

absolute path names from the server when determining which files to

update. In another case, the CVS server accepts relative path names

from the client when determining which files to transmit, including

those containing references to parent directories (`../').

III. Impact

These programming errors generally only have a security impact when

dealing with remote CVS repositories.

A malicious CVS server may cause a CVS client to overwrite arbitrary

files on the client's system.

A CVS client may request RCS files from a remote system other than

those in the repository specified by $CVSROOT. These RCS files need

not be part of any CVS repository themselves.

IV. Workaround

Disable remote CVS repository operations.

V. Solution

Perform one of the following:

1) Upgrade your vulnerable system to 4-STABLE; or to the RELENG_5_2,

RELENG_4_9, or RELENG_4_8 security branch dated after the correction

date.

2) To patch your present system:

The following patches have been verified to apply to FreeBSD 4.8,

4.9, 5.1, and 5.2 systems.

a) Download the relevant patch from the location below, and verify the

detached PGP signature using your PGP utility.

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-04:07/cvs.patch

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-04:07/cvs.patch.asc

b) Execute the following commands as root:

# cd /usr/src

# patch < /path/to/patch

# cd /usr/src/gnu/usr.bin/cvs

# make obj && make depend && make && make install

VI. Correction details

The following list contains the revision numbers of each file that was

corrected in FreeBSD.

Branch Revision

Path

- -------------------------------------------------------------------------

RELENG_4

src/contrib/cvs/src/client.c 1.2.2.7

src/contrib/cvs/src/modules.c 1.1.1.5.2.4

RELENG_5_2

src/UPDATING 1.282.2.13

src/sys/conf/newvers.sh 1.56.2.12

src/contrib/cvs/src/client.c 1.10.4.1

src/contrib/cvs/src/modules.c 1.1.1.8.6.2

RELENG_4_9

src/UPDATING 1.73.2.89.2.6

src/sys/conf/newvers.sh 1.44.2.32.2.6

src/contrib/cvs/src/client.c 1.2.2.6.4.1

src/contrib/cvs/src/modules.c 1.1.1.5.2.3.4.1

RELENG_4_8

src/UPDATING 1.73.2.80.2.21

src/sys/conf/newvers.sh 1.44.2.29.2.19

src/contrib/cvs/src/client.c 1.2.2.6.2.1

src/contrib/cvs/src/modules.c 1.1.1.5.2.3.2.1

- -------------------------------------------------------------------------

VII. References

http://ccvs.cvshome.org/servlets/NewsItemView?newsID=102

-----BEGIN PGP SIGNATURE-----

Version: GnuPG v1.2.4 (FreeBSD)

iD8DBQFAft2oFdaIBMps37IRAm4uAKCU/QlA4N1hKaTdk3gCCfv0JHB1DQCfe7zf
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=mNSU
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CVS Undocumented Flag Information Disclosure Vulnerability

iDEFENSE Security Advisory 08.16.04

www.idefense.com/application/poi/display?id=130&type=vulnerabilities

August 16, 2004

I. BACKGROUND

CVS (Concurrent Versions System) is an open-source network-transparent

version control system.

II. DESCRIPTION

Remote exploitation of an information disclosure vulnerability in

Concurrent Versions Systems (CVS) allows attackers to glean information.

The vulnerability exists within an undocumented switch to the 'history'

command implemented in src/history.c. The -X command specifies the name

of the history file allowing an attacker to determine whether arbitrary

system files and directories exist and whether or not the CVS process

has access to them. The following output from iDEFENSE's proof of

concept code demonstrates the impact of this vulnerability:

The file /etc/shells exists and is readable by the CVS daemon:

    $ ./cvsfiler 172.16.60.200 2401 cvs cvspass /var/cvs /etc/shells

    Connected to server.

    E cvs server: warning: history line 1 invalid

    E cvs server: warning: history line 2 invalid

    ...

    E cvs server: warning: history line 7 invalid

    M No records selected.

    ok

The file /usr/bin/password exists and is not readable by the CVS daemon:

    $ ./cvsfiler 172.16.60.200 2401 cvs cvspass /var/cvs /usr/bin/passwd

    Connected to server.

    E cvs [server aborted]: cannot open history file: /usr/bin/passwd:

    Permission denied

    error

The file /etc/foo does not exist.

    $ ./cvsfiler 172.16.60.200 2401 cvs cvspass /var/cvs /etc/foo \

        Connected to server.

    E cvs [server aborted]: cannot open history file: /etc/foo: No \

        such file or directory

    error

/tmp is a directory.

    $ ./cvsfiler 172.16.60.200 2401 cvs cvspass /var/cvs /tmp

    Connected to server.

    E cvs [server aborted]: error reading history file: Is a directory

    error

III. ANALYSIS

Successful exploitation allows remote attackers with credentials to the

affected CVS server to determine whether or not arbitrary system files

and directories exist and are accessible under the permissions of the

user that the CVS daemon runs under.

IV. DETECTION

iDEFENSE has confirmed the existence of this vulnerability in CVS

version 1.11. Earlier versions are suspected as being vulnerable as

well.

V. VENDOR RESPONSE

This issue was patched in the latest (June 9th) releases of CVS,

specifically 1.11.17 & 1.12.9.

VI. CVE INFORMATION

The Common Vulnerabilities and Exposures (CVE) project has assigned the

name CAN-2004-0778 to this issue. This is a candidate for inclusion in

the CVE list (http://cve.mitre.org), which standardizes names for

security problems.

VII. DISCLOSURE TIMELINE

07/22/2004   Initial vendor notification

07/22/2004   iDEFENSE clients notified

08/05/2004   Initial vendor response

08/16/2004   Public Disclosure

VIII. CREDIT

An anonymous contributor is credited with discovering this

vulnerability.

Get paid for vulnerability research

http://www.idefense.com/poi/teams/vcp.jsp

VI. LEGAL NOTICES

Copyright (c) 2004 iDEFENSE, Inc.

Permission is granted for the redistribution of this alert

electronically. It may not be edited in any way without the express

written consent of iDEFENSE. If you wish to reprint the whole or any

part of this alert in any other medium other than electronically, please

email [EMAIL PROTECTED] for permission.

Disclaimer: The information in the advisory is believed to be accurate

at the time of publishing based on currently available information. Use

of the information constitutes acceptance for use in an AS IS condition.

There are no warranties with regard to this information. Neither the

author nor the publisher accepts any liability for any direct, indirect,

or consequential loss or damage arising from use of, or reliance on,

this information.

_______________________________________________

Full-Disclosure - We believe in it.

Charter: http://lists.netsys.com/full-disclosure-charter.html

_______________________________________________

Bugdev mailing list

[EMAIL PROTECTED]

http://bugdev.avet.com.pl/

http://www.avet.com.pl/mailman/listinfo/bugdev
More CVS remote vulnerabilities


Release Date:
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Author:
Stefan Esser [s.esser@ematters.de]


Application:
CVS feature release <= 1.12.8

CVS stable release <= 1.11.16


Severity:
Vulnerabilities within CVS allow remote compromise of CVS servers.


Risk:
Critical


Reference:
http://security.e-matters.de/advisories/092004.html 


Last Modified:  
2004/06/09


Overview

Concurrent Versions System (CVS) is the dominant open-source version control software that allows developers to access the latest code using a network connection. 

A team audit of the CVS codebase has revealed more security related problems. The vulnerabilties discovered include exploitable, potentially exploitable and simple crash bugs. 
 


Details

During the analysis of the cvshome.org hack incident Derek Robert Price discovered a null-termination issue in the patch for the previous CVS security issue. This issue was not deeply analysed but it is believed that it can only cause crashes. 

At the same time Sebastian Krahmer from SuSE and I started together a deeper audit of the CVS codebase. This process revealed several problems which are listed below. This includes those found by S. Krahmer 

[ error_prog_name "double-free()" - found by SE ] 

The "Argumentx" command allows to add more data to a previously supplied argument. This is done by reallocating the last stored argument. Unfourtunately "Argumentx" does not check if there is any argument in the argument list. If the list is empty realloc() will be called on a pointer that should not get touched at all, because it will get free()d when the client disconnect. This "double-free()" bug has been exploited successfully on several linux systems. 

[ wrapper.c format string issues - found by SE ] 

The CVS wrapper file allows to specify format strings. These strings are trusted by the CVS server without any sanity check. A malformed wrapper line could crash the server or possibly execute arbitrary code. However an attacker needs CVSROOT commit access to trigger this, which is the highest access level. 

[ serve_max_dotdot integer overflow - found by SE ] 

An integer overflow within the "Max-dotdot" CVS protocol command allows crashing the CVS server. While CVS server processes are usually forked a crash usually leaves data in the temporary file directory. This means on non partitioned servers this bug could be used to fill the hard-disk to the rim. 

[ serve_notify() out of bound writes - found by SK ] 

Serve_notify() does not properly handle empty data lines. If an empty data line is supplied by an attacker serve_notify() will access data outside the allocated buffer. If a specific memory layout is met, this can be abused to write a single byte outside the buffer. Depending on the underlying memory allocating routines, this could be used to execute arbitrary system on the target system. An exploit for this problem is not yet finished. 

[ getline == 0 bugs - found by SK ] 

When reading some configuration files from CVSROOT empty lines could cause one byte underflows. Because an attacker needs CVSROOT commit access to trigger this bug it was not further analysed. Additionally this bug should only cause problems on big endian systems. 

[ Argument (and other) integer overflows - found by SK ] 

With the new release a bunch of possible integer multiplication overflows are fixed. Some of them are only triggerable with CVS commit access or with huge amounts of data. In cases like the Argument command the overflow is not triggerable, because the requested allocation size will exceed the free address space before the overflow can happen. This results in realloc() returning a NULL pointer which is then used as base pointer for following array accesses. If an attacker is able to cause realloc() to fail in the right moment this may allow him to overwrite vital data structures with pointers to his data. While auditing the CVS source a flaw within the handling of modified and unchanged flag insertion into entry lines was discovered. 
 


Proof of Concept

e-matters is not going to release an exploit for any of these vulnerabilities to the public. 
 


Disclosure Timeline

20 May 2004
Derek Robert Price informed vendor-sec and some individuals about the cvshome.org hack and that he found a bug that was introduced by the previous security update


21 May 2004
Sebastian Krahmer and I reported to the same people that we had started a team audit of CVS and already had discovered some bugs


27 May 2004
A patch for the discovered vulnerabilities and a final report about the problems was delivered to those involved in the disclosure process


28 May 2004
Pre notification process started. The same parties were warned


09 June 2004
Coordinated Public Disclosure


CVE Information

The Common Vulnerabilities and Exposures project (cve.mitre.org) has assigned the following names to the discussed vulnerabilities

CAN-2004-0414 - no-null-termination of "Entry" lines

CAN-2004-0416 - error_prog_name "double-free()"

CAN-2004-0417 - Argument integer overflow

CAN-2004-0418 - serve_notify() out of bounds writes

Please note, that only CAN-2004-0416 was discovered by e-matters. For the other vulnerabilities within this advisory no additional names were assigned. 


Recommendation

Recommended is an immediate update to the new version. Additionally you should consider running your CVS server chrooted over SSH instead of using the :pserver: method. You can find a tutorial how to setup such a server at 

http://www.netsys.com/library/papers/chrooted-ssh-cvs-server.txt 
 


