4 октября 2003

Целочисленное переполнение буфера в FreeBSD в readv(2) системном вызове

Программа: FreeBSD 4.x 

Опасность: Низкая 

Наличие эксплоита: Нет 

Описание: Целочисленное переполнение буфера обнаружено в операционной системе FreeBSD в readv(2) системном вызове. Локальный пользователь может аварийно завершить работу ядра. Локальный пользователь может получить доступ на чтение и запись к файлам на системе, чтобы получить поднятые привилегии. 

Из-за отсутствия вызова функции fdrop() в системном вызове readv(2), локальный пользователь может сделать многочисленные readv(2) запросы с чрезмерно длинным параметром "iovcnt", пока значение счётчика ссылок (int f_count) не станет отрицательным. Затем пользователь может вызвать close() на файловом дескрипторе, чтобы вызвать отказ в обслуживании в ядре FreeBSD. 

Подобным образом, локальный пользователь может заставить файловый дескриптор выделить нераспределенную память ядра не выполняя деструктивных действий. Если ядро позже открывает новый файл, распределяя новую структуру файла в том же самом (предварительно освобожденном) местоположении памяти, то локальный пользователь может получить доступ на чтение или запись к этому файлу. В результате, локальный пользователь может получить поднятые привилегии. 

URL производителя: http://www.freebsd.org/security/

Решение: FreeBSD выпустил исправление, доступное через CVS. Также эти исправления доступны для FreeBSD 4.3, 4.4, 4.5, 4.6, 4.7, и 4.8: 

# fetch 

ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-03:16/filedesc.patch

# fetch 

ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-03:16/filedesc.patch.asc

Pine Digital Security Advisory
http://www.securitylab.ru/40607.html
-------------------------------------------------------------------------------
Pine Digital Security Advisory
-------------------------------------------------------------------------------
Advisory ID : PINE-CERT-20030901
Authors : Joost Pol
Vendor Informed : 2003-23-09
Issue date : 2003-01-10 
Application : kernel / fhold 
Version(s) : All 4.X versions since 4.3 
Platforms : FreeBSD
Availability : http://www.pine.nl/press/pine-cert-20030901.txt
References : http://www.pine.nl/press/pine-cert-20030101.txt
-------------------------------------------------------------------------------

Synopsis

While performing an audit for a customer, Pine Digital Security
encountered an integer overflow condition which could lead to
a denial of service attack or privilege escalation.

This vulnerability is similar to the fpathconf vulnerability:

http://www.pine.nl/press/pine-cert-20030101.txt

Versions

FreeBSD RELENG_4.X: All versions >= 4.3 are vulnerable. 

FreeBSD RELENG_5.X: Not vulnerable.

Impact

Serious.

Local users can exploit this vulnerability to cause a system
panic (denial of service) or potentially escalate their
privileges.

Description

Inside the readv(2) system call we spotted a condition where a
call to fdrop() is missing. When issueing a readv(2) call with
an oversized iovcnt parameter the function will return without
releasing the outstanding file reference.

Due to the missing fdrop() call inside the readv(2) system call
is it possible to overflow the reference counter of the file
structure (int f_count).

Quoting PINE-CERT-20030101:

Inside the FreeBSD kernel each file (socket, device or regular
file) opened is represented by a file structure (sys/file.h).

Amongst other members this structure holds a reference counter
(int f_count). This reference counter is increased by the fhold()
function and decreased by the fdrop() function. (both in sys/file.h)

For example, when a file is open(2)ed or dup(2)ed the reference
counter is increased and when the file is close(2)ed again the
reference counter is decreased. Once the reference counter reaches
zero, the file structure itself is deallocated.

Most system calls which perform (blocking) operations on a file
will issue a fhold() call to prevent the file from being closed
in the middle of an operation. Once the operation is finished the
(extra) reference will be released again by issuing a fdrop() call.

Exploitability

On most vulnerable systems this vulnerability can be reliably
exploited by local users to escalate their privileges or cause
an effective denial of service attack.

Refer to PINE-CERT-20030101 for more information.

Disclaimer

Pine Digital Security does not release exploits.

Patches

The FreeBSD Project has updated their CVS repositories.

References

FreeBSD-SA-03:16.filedesc

http://www.pine.nl/press/pine-cert-20030901.txt

file://usr/include/sys/file.h
file://usr/src/sys/kern/kern_descrip.c
file://usr/src/sys/kern/vfs_syscalls.c
file://usr/src/sys/kern/sys_generic.c
FreeBSD-SA-03:16.filedesc                                   Security Advisory

                                                          The FreeBSD Project

Topic:          file descriptor leak in readv

Category:       core

Module:         kernel

Announced:      2003-10-02

Credits:        Joost Pol <joost@pine.nl>

Affects:        FreeBSD 4.3-RELEASE through 4.8-RELEASE

                4-STABLE prior to the correction date

Corrected:      2003-10-02 15:08:01 UTC (RELENG_4, 4.9-RC)

                2003-10-02 15:54:48 UTC (RELENG_4_8, 4.8-RELEASE-p11)

                2003-10-02 15:55:54 UTC (RELENG_4_7, 4.7-RELEASE-p21)

                2003-10-02 15:56:56 UTC (RELENG_4_6, 4.6-RELEASE-p24)

                2003-10-02 15:57:48 UTC (RELENG_4_5, 4.5-RELEASE-p35)

                2003-10-02 15:58:53 UTC (RELENG_4_4, 4.4-RELEASE-p45)

                2003-10-02 16:05:44 UTC (RELENG_4_3, 4.3-RELEASE-p41)

FreeBSD only:   YES

For general information regarding FreeBSD Security Advisories,

including descriptions of the fields above, security branches, and the

following sections, please visit

<URL:http://www.freebsd.org/security/>.

I.   Background

The readv(2) system call performs a scatter read: it reads from the

input file descriptor and stores the data into multiple buffers as

instructed by the caller.

II.  Problem Description

A programming error in the readv system call can result in the given

file descriptor's reference count being erroneously incremented.

III. Impact

A local attacker may cause the operating system to crash by repeatedly

calling readv on a file descriptor until the reference count wraps to

a negative value, and then calling close on that file descriptor.

Similarly, it may be possible to cause a file descriptor to reference

unallocated kernel memory, but remain valid.  If a new file is later

opened and the kernel allocates the new file structure at the same

memory location, then an attacker may be able to gain read or write

access to that file.  This may in turn lead to privilege escalation.

IV.  Workaround

There is no workaround.

V.   Solution

The following patch has been verified to apply to FreeBSD 4.3, 4.4,

4.5, 4.6, 4.7, and 4.8 systems.

a) Download the relevant patch from the location below, and verify the

detached PGP signature using your PGP utility.

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-03:16/filedesc.patch

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-03:16/filedesc.patch.asc

b) Apply the patch.

# cd /usr/src

# patch < /path/to/patch

c) Recompile your kernel as described in

<URL:http://www.freebsd.org/handbook/kernelconfig.html> and reboot the

system.

VI.  Correction details

The following list contains the revision numbers of each file that was

corrected in FreeBSD.

Branch                                                           Revision

  Path

- -------------------------------------------------------------------------

RELENG_4

  src/sys/kern/sys_generic.c                                    1.55.2.11

RELENG_4_8

  src/UPDATING                                             1.73.2.80.2.13

  src/sys/conf/newvers.sh                                  1.44.2.29.2.12

  src/sys/kern/sys_generic.c                               1.55.2.10.12.1

RELENG_4_7

  src/UPDATING                                             1.73.2.74.2.24

  src/sys/conf/newvers.sh                                  1.44.2.26.2.23

  src/sys/kern/sys_generic.c                               1.55.2.10.10.1

RELENG_4_6

  src/UPDATING                                             1.73.2.68.2.53

  src/sys/conf/newvers.sh                                  1.44.2.23.2.41

  src/sys/kern/sys_generic.c                                1.55.2.10.8.1

RELENG_4_5

  src/UPDATING                                             1.73.2.50.2.52

  src/sys/conf/newvers.sh                                  1.44.2.20.2.36

  src/sys/kern/sys_generic.c                                1.55.2.10.6.1

RELENG_4_4

  src/UPDATING                                             1.73.2.43.2.53

  src/sys/conf/newvers.sh                                  1.44.2.17.2.44

  src/sys/kern/sys_generic.c                                1.55.2.10.4.1

RELENG_4_3

  src/UPDATING                                             1.73.2.28.2.40

  src/sys/conf/newvers.sh                                  1.44.2.14.2.30

  src/sys/kern/sys_generic.c                                1.55.2.10.2.1

- -------------------------------------------------------------------------

VII. References

