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Неправомочный доступ в procfs в FreeBSD

Procfs - процесс файловой системы, который представляет интерфейс файловой системы системной таблице процесса, вместе со связанными данными. Procfs обеспечивает доступ к пространству памяти процессов через синтетический /proc / <pid>/mem файл, подчиненным проверкам управления доступом.

До перемещения системы, контролирующей утилиты (типа ps (8)) чтобы использовать sysctl (8) интерфейс управления, эти утилиты прежде использовали procfs и прямой доступ к памяти ядра, чтобы извлечь информацию процесса, и они выполнялись с setgid kmem привилегиями. Procfs проверяет код для gid kmem привилегии при предоставлении доступа к файлу /proc/<pid>/mem - однако, код, который используется, чтобы позволить доступ только для чтения через kmem группу, неправильный, так как предоставляет доступ для чтения вызывающей программе, в течении открытого дескриптора для файла procfs mem.

Результат этой проблемы - то, что, если процесс первоначально имеет права отладки на второй процесс, то он может сохранить доступ к пространству памяти целевого процесса, даже если целевой процесс модернизировал привилегию на основании выполнения вызова execve() на setgid или setuid процесс. Эта уязвимость может вести к утечке чувствительной информации от таких процессов, которые могли использоваться как основание для дополнительных нападений, приводя к подъему привилегии нападающего. 

Файловая система Linprocfs также уязвима к этой проблеме, если поддержка procfs доступна в ядре (статически откомпилированная или динамически загруженная как модуль). Если поддержка procfs - не доступна тогда linprocfs - не уязвим к этой проблеме. Все выпущенные версии FreeBSD 4.x, включая FreeBSD 4.3-release уязвимы к этой проблеме, если файловая система procfs находится в использовании.
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Topic:          procfs vulnerability leaks set[ug]id process memory

Category:       core

Module:         procfs
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I.   Background

procfs is the process filesystem, which presents a filesystem

interface to the system process table, together with associated data.

procfs provides access to the memory space of processes via the

synthetic /proc/<pid>/mem file, subject to access control checks.

linprocfs is an implementation of procfs which implements a

Linux-style procfs, for use with Linux binaries so they can obtain

access to exported kernel data.  It uses procfs to provide the

/proc/<pid>/mem file.

II.  Problem Description

Prior to the migration of system monitoring utilities (such as ps(8))

to use the sysctl(8) management interface, these utilities formerly

used procfs and direct kernel memory access to extract process

information, and they ran with the setgid kmem privilege to allow

direct kernel memory access.  The procfs code checks for gid kmem

privilege when granting access to the /proc/<pid>/mem file -- however,

the code which is used to allow read-only access via the kmem group

was incorrect, and inappropriately granted read access to the caller

as long as they already had an open file descriptor for the procfs mem

file.

The result of this problem is that if a process initially has

debugging rights to a second process, it may retain access to the

target process' memory space, even if the target process has upgraded

privilege by virtue of performing an execve() call on a setuid or

setgid process.  This vulnerability can lead to the leaking of

sensitive information from such processes, which could be used as the

basis for additional attacks, resulting in escalation of attacker

privilege on the system.

The linprocfs filesystem is also vulnerable to the problem if procfs

support is available in the kernel (statically compiled in, or

dynamically loaded as a module).  If procfs support is not available

then linprocfs is not vulnerable to this problem.

All released versions of FreeBSD 4.x including FreeBSD 4.3-RELEASE are

vulnerable to this problem if the procfs filesystem is in use.  It was

corrected prior to the (forthcoming) release of FreeBSD 4.4-RELEASE.

III. Impact

Attackers may be able to extract sensitive system information, such as

password hashes from the /etc/master.passwd file, from setuid or

setgid processes, such as su(1).  This information could be used by

attackers to escalate their privileges, possibly yielding root

privileges on the local system.

Because this attack may only be used on processes that initially are

"debuggable" by the attacking process, this attack is limited to

executed processes which gain privilege by virtue of being setuid or

setgid, and so it cannot be used against other processes which are

already running with privilege such as already-running daemons

containing sensitive system information.

IV. Workaround

To work around the problem, perform the following steps as root:

Unmount all instances of the procfs and linprocfs filesystems using

the unmount(8) command:

# umount -f -a -t procfs

# umount -f -a -t linprocfs

Disable the automatic mounting of all instances of procfs in /etc/fstab:

remove or comment out the line(s) of the following form:

proc                    /proc           procfs  rw      0       0

proc                    /compat/linux/proc linprocfs rw 0       0

V. Solution

1) Upgrade your vulnerable system to 4.3-STABLE or the RELENG_4_3

security branch, dated after the respective correction dates.

2) To patch your present system: download the relevant patch from the

below location, and execute the following commands as root:

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-01:55/procfs.patch

# fetch ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/patches/SA-01:55/procfs.patch.asc

Verify the detached PGP signature using your PGP utility.

This patch has been verified to apply to FreeBSD 4.3-RELEASE and

4.2-RELEASE (users of 4.2-RELEASE should already have the patch from

FreeBSD SA-00:77.procfs installed).  It may or may not apply to older,

unsupported releases of FreeBSD.

# cd /usr/src/sys

# patch -p < /path/to/patch

If procfs is statically compiled into the kernel (i.e. the kernel

configuration file contains the line 'options PROCFS'), then rebuild

and reinstall your kernel as described in

http://www.freebsd.org/handbook/kernelconfig.html and reboot the

system with the new kernel for the changes to take effect.  By default

procfs is statically compiled in the GENERIC kernel configuration.

If procfs is dynamically loaded by KLD (use the kldstat(8) command to

verify whether this is the case) and the system securelevel has not

been raised to a level of 1 or higher, the system can be patched at

run-time without requiring a reboot by performing the following steps

after patching the source as described above:

# cd /usr/src/sys/modules/procfs

# make depend

# make all install

# umount -f -a -t procfs

# kldunload procfs

# kldload procfs

# mount -a -t procfs

3) FreeBSD 4.3-RELEASE systems:

An experimental upgrade package is available for users who wish to

provide testing and feedback on the binary upgrade process.  This

package may be installed on FreeBSD 4.3-RELEASE systems only, and is

intended for use on systems for which source patching is not practical

or convenient.

If you use the upgrade package, feedback (positive or negative) to

security-officer@FreeBSD.org is requested so we can improve the

process for future advisories.

During the installation procedure, backup copies are made of the

files which are replaced by the package.  These backup copies will

be reinstalled if the package is removed, reverting the system to a

pre-patched state.

# fetch

ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/packages/SA-01:55/security-patch-procfs-01.55.tgz

# fetch

ftp://ftp.FreeBSD.org/pub/FreeBSD/CERT/packages/SA-01:55/security-patch-procfs-01.55.tgz.asc

Verify the detached PGP signature using your PGP utility.

# pkg_add security-patch-procfs-01.55.tgz

Restart your system after applying the patch.

VI.  CVS Revisions

The following $FreeBSD$ CVS revisions contain the fixes for this

vulnerability.  The $FreeBSD$ revision of installed sources can be

examined using the ident(1) command.  These revision IDs are not

updated by applying the patch referenced above.

[FreeBSD 4.3-STABLE]

  Revision  Path

  1.3.2.5   src/sys/i386/linux/linprocfs/linprocfs_vnops.c

  1.32.2.2  src/sys/miscfs/procfs/procfs.h

  1.46.2.2  src/sys/miscfs/procfs/procfs_mem.c

  1.76.2.5  src/sys/miscfs/procfs/procfs_vnops.c

[RELENG_4_3]

  Revision      Path

  1.3.2.3.2.1   src/sys/i386/linux/linprocfs/linprocfs_vnops.c

  1.32.2.1.2.1  src/sys/miscfs/procfs/procfs.h

  1.46.2.1.2.1  src/sys/miscfs/procfs/procfs_mem.c

  1.76.2.3.2.1  src/sys/miscfs/procfs/procfs_vnops.c
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